
W E  P R O T E C T Y O U R  P R I VA C Y

T H E  W O R L D W I D E  S A F E S T C O M M U N I C AT I O N  S O L U T I O N !

www.DN8.co

MAKE SECURE AND ANONYMOUS 
PHONE CALLS, NOW!

"DN8’s Pr ivacyPhones guarantee the strongest encrypt ion and
offer dai ly encrypt ion key changes!"  

YOUR PRIVACY AND DATA ARE YOURS!

NEXT LEVEL PRIVACY FOR YOUR TRADE SECRETS
WITH THE MOST SECURE VPN-SOLUTION WORLDWIDE 

P R I VA C Y P H O N E  A D VA N C E D

MAKE SECURE AND ANONYMOUS 

P R I VA C Y P H O N E  A D VA N C E D



A S O L U T I O N  Y O U  C A N  T R U S T !

How secure is your company?

www.DN8.co

H I G H - S E C U R I T Y P R I VA C Y N E T C O M M U N I C AT I O N S

We are talk ing about loss and the espionage of  your t rade 
secrets.  The revelat ions by Edward Snowden have shown: 
al l  te lephone traff ic  is  being monitored. No matter whether by 
landl ine,  cel l  phone or Voice over IP (VoIP).  I f  intel l igence 
agencies and hacker gangs want to l is ten in,  they do i t .  Even 
Angela Merkel 's cel l  phone has apparent ly been compromised 
with ease by the NSA. But eavesdropping does not only affect  
pol i t ic ians.  Companies also regular ly fa l l  v ict im to increasingly 
professional  hacker gangs. Industr ia l  espionage has already 
become a social ly acceptable business in many countr ies 
around the wor ld.  European companies are increasingly 
neglect ing th is development.

DN8 Networks puts a stop to th is:  wi th DN8’s Pr ivacyPhone 
Advanced. With Pr ivacyPhone Advanced you communicate v ia 
the most pr ivate network in the wor ld.  You get access to our 
internat ional  VoIP telephone network,  which is completely and 
unhackably shielded with the help of  our own high-secur i ty 
VPN and unique encrypt ion key system.

The special  features of  th is network are:
•  Own infrastructure at  a l l  nodes. No access for external  
  devices.  
•  Mult ip le encrypted communicat ion paths wi th 5,000-8,000 bi t  
  keys that are mathematical ly di ff icul t  to at tack.
•  Unique, automated key exchange process.

Even for intel l igence agencies,  these measures are impossible 
to c i rcumvent.  The technical  effor t  required to  crack such 
encrypt ion is s imply too high.

Per iodic Exchange of  Encrypt ion Keys

Every VPN Gateway runs beside the VPN Service the Kbads 
Service (Key bui ld and distr ibut ion system).  Using this 
service,  each Pr ivacyPhone retr ieves regular ly new encrypt ion 
keys and cert i f icates.  The VPN Gateway generates dai ly new 
keys and distr ibutes them in a secure way to the Pr ivacyPho-
nes. Just  l ike the VPN Service,  Just  l ike the VPN Service,  
Kbads uses TLS1.3 wi th AES256, AEAD, PFS, GCM, and DHE.

PROTECT YOUR BUSINESS SECRETS 
FROM UNAUTHORIZED ACCESS!

Normal ly,  encrypt ion is performed with stat ic key s izes 
l ike 1024 bi ts,  2048 bi ts,  4096 bi ts,  etc.  However,  we 
use exclusively key lengths that are safe pr ime 
numbers,  e.  g.  5717 bi ts.  Our research shows that 
encrypt ion keys are part icular ly di ff icul t  to compute 
when they are of  pr ime number length.  Big c lusters for  
brute force at tacks are not opt imized to cope with 
such modif ied key s izes.  Our VPN Gateways use 
dynamical ly generated keys with pr ime number 
lengths between 5000 and 8000 bi ts.  Hence, a 
compute c luster for  brute-forcing has to evaluate the 
new key size af ter  every key change and has thereu-
pon only 24 hours to break the new key. Even for 
quantum computers,  th is is current ly an impossible 
task.  
Al l  passwords and hashes are completely dynamic and 
are never used repeatedly.

Key Sizes and Exchange of  Encrypt ion Keys

Is real ly everything safe?

• Even i f  the indiv idual  key pair  of  a user was 
  compromi sed, th is could only be exploi ted for  a few  
  hours.  Thereafter,  the keys including the cert i f icate 
  wi l l  be newly generated and distr ibuted. Other users 
  would never be affected.
•  Al l  passwords and hash codes are fu l ly  dynamic and 
  wi l l  never be reused.
•  The dai ly key distr ibut ion cycle can be modif ied arbi t
  rar i ly  and is scalable when needed.
•  Al l  encrypt ion keys are s igned only for  the durat ion 
  of  their  cycle and are useless af terward; part icular ly 
  as they no longer correspond to their  cert i f icates.



M A X I M U M  S E C U R I T Y W I T H O U T C O M P R O M I S E

www.DN8.co

M A K E  S E C U R E  P H O N E  C A L L S ,  N O W !

CHOOSE THE OPTIMAL SOLUTION

•  Super easy to use
• Plug & Play – no instal lat ion required
• Usable wor ldwide without restr ict ions
• Secure VoIP audio te lephony
• Highly encrypted video telephony with up to 16 part ic ipants 
  wi th Pr ivacyPhone Advanced or Pr ivacyPhone Mobi le
• Encrypted on-screen DN8 messenger
• encrypt ion wi th short- term key
• connectable v ia LAN
• 24/7 support  hot l ine 

Main Funct ions of  Pr ivacyPhone Advanced
Simplest Operation and maxi-

mum privacy protection
Every smartphone user can also operate a 

Pr ivacyPhone Advanced. I t  is  "plug-and-secure"
data secur i ty for  every user.

•  Sty l ish standalone desk phone with handset
•  Display wi th 1280x800 pixel  resolut ion
• 8- inch capaci t ive 10-point  touch screen IPS LCD
• Integrated 2-megapixel  camera with mechanical ly adjustable 
  pr ivacy screen
• Advanced echo cancel lat ion and excel lent  intercom perfor-
  mance in any scenar io
• 7-way HD audio conferencing and 3-way HD video capabi l i ty
•  Monitor and camera connect ion v ia HDMI for v ideo confe-
  rencing
• Headset connect ion v ia headset jack
• 64-bi t  quad-core processor
• 2 GB RAM main memory
• 16 GB f lash memory
• Integrated PoE/PoE+ for power and network connect ions

Technical  Speci f icat ions of  Pr ivacyPhone Advanced

The Pr ivacyPhone Advanced communicates in a highly secure 
te lecommunicat ions network wi th i ts own infrastructure.  The 
highly encrypted telephony is based on our DN8 Networks 
technology.
•  Tap-proof te lephony 
•  Encrypted video telephony with up to 16 part ic ipants 
•  Anonymous messaging on propr ietary app

Main Features for  Anonymity and Secur i ty

No Compromise on Your Safety

• Maximum secur i ty by leading edge technology
• Unique VPN technology
• Dai ly automat ic key change
• Everything from one source
• Company-owned data centers
• Company-owned servers
• Company-owned infrastructure

P R I VA C Y P H O N E  A D VA N C E D



W E  P R O T E C T Y O U R  P R I VA C Y

P R I VA C Y P H O N E  A D VA N C E D

Price on request
O n e - t i m e  p r i c e  o f  d e v i c e : Includes:

•  Pr ivacyPhone Advanced
• Pr ivacyBox
• USB-C cable
• charger
• microSD card

T H E  M O S T S E C U R E  C O M M U N I C AT I O N  S O L U T I O N  W O R L D W I D E !

www.DN8.co

DN8 Networks LTD.
Ionis 2
4042 Limassol
Cyprus (Member of  EU)

+357 25260265
sales@DN8Networks.com
www.DN8.co

WE CARE ABOUT YOUR SAFETY!
 CALL US NOW:

Communicate wor ldwide inside the DN8 network and with unl imited data.
Internet connect ions v ia WIFI or data SIM card not included.

* al l  pr ices and rates excl .  VAT

PrivacyNet

BASIC
monthly rate

Price on request               

Pr ivacyNet

ADVANCED
Term of 24 months wi th 

annual  payment

Price on request                

P R I VA C Y N E T W O R L D W I D E

PrivacyNet

PREMIUM
Term of 24 months wi th 

annual  payment

Price on request

cancellable monthly Immediate Discount 20% Immediate Discount 10%

MAXIMUM  PROTECTION  GUARANTEED

Feel safe while making calls

•  Pr ivacyPhone Advanced

P R I VA C Y N E T W O R L D W I D E

Feel safe while making calls


